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INTRODUCTION

BACKGROUND
When enterprises discover new risks associated to certificates and private keys, security teams need

to be able to detect, protect, and respond quickly and effectively.

PURPOSE

The Venafi TrustAuthority Vulnerability Remediation Plugin allows you to detect SSL certificates that
may have been compromised as a result of the Heartbleed bug, weak signing algorithms, or low key
strengths. In one bulk action customers can revoke and renew all compromised certificates and
keys.
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PRE-REQUISITES

SUPPORTED VERSIONS OF VENAFI TRUST PROTECTION PLATFORM
The Vulnerability Remediation Plugin requires one of the following versions of the Venafi Trust

Protection Platform (formerly known as Venafi Encryption Director):

e 6.14
e 7.00
e 8.03
e 10.0.0
e 11.00
e 1410

Although the Plugin may function properly on other versions of Venafi Trust Protection Platform,
they have not been tested.

VENAFI UPDATER & SCREEN RESOLUTION
In order to install the Venafi Vulnerability Remediation Plugin, you must have a recent version of the

Venafi Updater installed. Any version 2.0.6 and above is suitable for this Venafi Update Package.

The Plugin requires a minimum of 1280x1024 resolution on the screen.

REQUIRED RIGHTS
The Vulnerability Remediation Plugin is designed for Administrators of the Venafi Platform and

requires the logged in user to have “Master Admin” rights assigned. Users with less rights may be
able to run the Plugin, but they will likely receive errors during work processing. This is expected.

REQUIRED CONFIGURATION
In order for the Vulnerability Remediation Plugin to be able to bulk process the renewal of

thousands of certificates at once, Venafi TrustAuthority SSL (formerly known as Venafi Certificate
Manager) have the appropriate Certificate Authority Template (CA Template) objects configured and
validated for use. Also, if the CA Template that you are using has required vendor specific fields,
these fields must be able to be completed via policy so that certificates can be renewed in bulk. For
information on configure CA Template objects, please view the section “Managing CA Templates” in
the product documentation, available in your product’s help menu, or downloadable for registered
customers at https://support.venafi.com/forums/20697646.

Depending upon your version of Venafi Trust Protection Platform, in order to revoke certificates in
bulk, certificates must already be configured and linked to the appropriate CA Template object.
Venafi TrustAuthority 11 and 14.1 will attempt to determine the appropriate CA Template object
from the policy tree, even if the certificate is not explicitly linked to it.
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INSTALLATION

DOWNLOADING THE PLUGIN

The Vulnerability Remediation Plugin is available to download to all Venafi customers with a current
maintenance contract. In order to download, you need to have a valid FTP Account for
https://ftp.venafi.com. If you are an authorized Venafi contact for your organization and require an

FTP Account, please email support@venafi.com to request a FTP account.

Download Instructions:

1. On acomputer with internet access, open a web browser type https://ftp.venafi.com in your
address bar.

(Note: depending upon your web browser the https may need to be typed in manually)
2. Locate the installation files for the version of Venafi Trust Protection Platform (formerly
Venafi Encryption Director) where the plugin will be installed.
3. Locate the folder “Vulnerability Remediation Plugin” and click on the folder name

/ £ ftp.venafi.com x \{ A

€« Cn https://ftp.venafi.com/Trust%20Protection%20Platform/Current/14.1.0

Go Up Go Home Upload New Folder Rename Delete

Name Size

Prerequisite Downloads

I vulnerability Remediation Plugin I

L CheckSums.md3

L | rReadme.rtf

| venafi Encryption Director 14.1.0.zip

4. Click on the Zip file in the folder to start the download.
Note: The name of the zip file may vary from the example in the screenshot below

Go Up Go Home Upload New Folder Rename Delete

Name

Vulnerability Remediation Flugin for 14.1.zip

5. Save the downloaded file to the location where you keep other Venafi Update Packages



https://ftp.venafi.com/
mailto:support@venafi.com
https://ftp.venafi.com/

INSTALLATION INSTRUCTIONS
1. Extract the contents of the *.zip file to the Venafi server on which you are installing the

Plugin.
Note: If your production environment has multiple Venafi servers, it is only necessary to
install the Plugin on one server.

2. Locate the *.vupkg file from within the extracted file contents. This is the Venafi Update
Package.

3. Copy the *.vupkg file to C:\Program Files\Venafi\Packages.
Note: the location of “Venafi\Packages” may vary in your environment if you have installed

the Venafi Trust Protection Platform to a custom location.
4. Click on the Start Menu.
5. Locate the “Venafi Updater” (formerly known as Director Updater).
6. Right click on Venafi Updater and “Run as administrator”.

"
|

e,
/ 3
v j Mokepad ‘

Mn

O Wenafi Windows Adminiskrakion
Console

Pin to Taskbar

| IInpin Fram Skark Menu
Command Prompk £

Remove From this list

Inkermet Infarmation Services (1
Manager Properties

p
'@ Inkernet Explaorer
Control Panel

u

5 % S0l Server Management Studio

Devices and Printers

Administrative Toaols »

Help and Suppaort

Run...

» &ll Programs

I Search programs and files Log aff | ¥

7. Make sure your Windows Administrator Console (Win Admin) is closed.
Note: it is not necessary to stop IS or other Venafi services to install this plugin —only
WinAdmin.
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8. Locate and highlight the Venafi Vulnerability Remediation Plugin from the list of installable
updates.

9. Click the Install button to start the installation of the plugin. Installation should only take a

few seconds.
_>l_I

B readme | B Refesh Install

10. When installation is completed, the status bar in the lower left hand corner will say
“Installation successful”.

_ Installation successful

11. Close Venafi Updater.

ACCESSING THE PLUGIN
The Venafi Vulnerability Remediation Plugin is only available in the Windows Administration Console

(WinAdmin). It is not available in the Web Administration Console (WebAdmin) or in Aperture.

The Plugin requires a minimum of 1280x1024 resolution on the screen. Please adjust your Remote
Desktop session settings so that the remote window is in full screen.

1. Click on the Start Menu
2. Locate “Venafi Windows Administration Console”
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3. Right click on “Venafi Windows Administration Console” and choose “Run as administrator”
.ﬂ Motepad 2

Venafi Lpdater

Aaron Hixson

5 Adminiskr akion

2
P

Open
Command Prompt @ Run as adminiskrakor
. ; Fin to Taskbar

Internet Information Services :

Manager Pin ko Skart Menu
II/" Remove from this lisk
@ Internet Explorer
G Properties

g S0L Server Management Studio . .
% Devices and Prinke

Administrative Too

Help and Support

Run...

3 All Programs Wfindow

I Search programs and files Log off Pl

-a® & o €

4. Login as a Master Admin with your username and password

Username: aaron.hixson

Password: sessssssssses|

Cancel | Login

i .

5. Once the Windows Administration Console loads, click on the Wizards menu.
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6. Click on the “Bulk Renewals & Revocation” item from the Wizards menu

# ¥enali Encryption Director Console

File Edit View i 2 Dashboard  Help

- @ Bulk Renewals & Revocation... Alt+EB

&§ Active Directory Wizard ...
{F LDAPWizard ...

Manage Mew Application... Alt=M
p Instant Device Discovery... Alt+I

7. The Venafi Vulnerability Remediation Plugin will load. It is recommended that you maximize
the Plugin window to take up the full remote session screen.
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SEARCHING FOR CERTIFICATES

The left panel of the Plugin is your search configuration panel.
It allows you select from building your bulk renewal job in
four different ways. You can build your job by searching via
Certificate Authority, Object name, Application object type, or
by a Network Scan.

Lt .
Quick Tip: For small resolution screens, you can collapse

the Search panel to allow for more room for reviewing results.

Making changes to search settings will clear your current
results. As you perform searches for certificates, results will
appear in the middle panel for you to review. Make sure you
select your desired certificates from the Results (middle)
panel and add them to your Work Queue (left) panel before
making changes to your search settings.

CERTIFICATE AUTHORITY
The Certificate Authority search will allow you to locate

certificates in your Policy tree by the CA template the
certificate is associated with.

1. Click on the ellipses button (picture below)

E: Bulk Certificate Management

File Repaoris

S~ Search «

Certificates issued by Ch

Ry

& Certificate Authority
Object Name
] momon e

Network Scan

2. Select the CA Template that you want to use for renewing certificates and click “Select”.

@ Select Configuration Object

Search for:

L Certificate Authorities

(=75 Administratar

- @i Certificate Authorities

‘g Internal SSL (1-Vear SHA2S6)
[#-75) Certificates
[#-i5) Lab 11- Secure & Protect

Cancel

www.venafi.com

| Select

P
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3. Click on the “Find” button to search the Policy tree for all certificates that are linked to the
selected CA Template object

S~ Search «

Certificates issued by CA

WEDWPolighAdministratorCertificate Auth [:l

&7 Find

OBJECT NAME
Selecting “Object Name” gives you the ability to type in a name and search for certificates by

certificate object name, device object name, or application object name.

1. Click on “Object Name”
2. Type in the name of the object you’d like to search for
3. Click the “Find” button

/2 Search «

Search fon

& Find

Found 17 certificates matching 'travel’

4. The total count of found certificates will appear below the search controls. Results will
appear in the middle Results panel.

APPLICATION TYPE
Selecting “Application Type” allows you to search for certificates in the policy tree by the type of

associated application object.

1. Click on “Application Type”

2. Use the CTRL or SHIFT key to select multiple application objects.
Quick Tip: Click the top application object and use the SHIFT key to select the last application
object to select all available options.

11 of 23 www.venafi.com © 2014 Venafi Proprietary and Confidential




3. Click the “Find” button
/2 Search «

Search fon:

AL AX Traffic Manager e
Apache

Basic

Brocade

CAPT

Cisco ACE

Cisco £55

CiscoCSM

DataPower ;I

S Find

Found 5 certificates matching Apache orIS &

4. The total count of found certificates will appear below the search controls. Results will
appear in the middle Results panel.
Note: If certificates are associated to multiple application objects (one-to-many) than the
certificates may be counted more than once. The list of unique certificates, however will
appear in the middle Results pane.

NETWORK SCAN

The Venafi Vulnerability Remediation Plugin has the ability P Search «
to scan the network for Heartbleed vulnerabilities, insecure

hashing algorithms, and low key strengths to discover Scan existing devices

where security vulnerabilities may lie both in your internal ® Scan address rangs:

and public networks.
Start Address:  10.10.10.1

End Address: | 10.10.30,255

Scan Existing Devices Ports: 443 fad3

Choosing “Scan existing devices” will utilize the host
address on application objects and network validation Orly add items matching these criteria:

settings on application and certificate objects to provide a 7| Heartbleed Vulnerability Detected
list of IP Addresses and ports to scan to detect vulnerable _ _ )
. . | Insecure Hashing Algarithms [MD5, SHAL]
private keys and certificates.

Note: Certificate objects that have network validation Wi; Low Key >trength [< 2048 bit] |

settings to “Use Subject Common Name” will not be P Start Scan
included in the discovery job when “Scan existing devices”

isselected. 0
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Scan Address Range
If you select “Scan address range” you can provide one IP address as well as list the ports to scan.

Note: Ports need to be in a comma separated format. Separating ports by semicolons will not work.

Vulnerability Criteria
Heartbleed vulnerability: This will detect servers that have not been patched and still have an
affected version of OpenSSL providing TLS sessions.

Insecure Hashing Algorithms: This will detect certificates that are using SHA1 or MD5 as their signing
algorithm.

Low Key Strength: This will find certificates that have a private key less than 2048-bits

If none of these three vulnerabilities are checked, then the middle Results panel will be populated
with any certificate found during the network scan.

Running the Scan
While the scan is running, there is a detailed status of its progress.

2 Start Scan Metwork Scan |

12033 ports scanned, 524 connections Please wait while your network scan is running

succeeded, 11509 connections failed Waiting for 420 threads 1o complete

@;am:&l

Scan Report
Network Scan results can be exported so that vulnerable servers can be patched prior to rotating the
certificate and private key. See the Reports section for more information on the Scan Report.
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MANAGING CERTIFICATE RESULTS

REVIEWING RESULT DETAILS
The Results pane is the middle pane. It has two sections, a Results grid and a Details window.

The results grid has the following information:

o Name —the name of the Certificate object. This field is blank if the Plugin finds a certificate
from a Network scan that isn’t currently in the Policy Tree.

e [ssued — Shows when the certificate was issued. Demonstrates that the certificate has been
issued after the date of the vulnerability.

e Subject — Subject DN of the discovered certificate.

e CA-—the associated Certificate Authority. Will be blank if the Certificate is not in the Policy
Tree or if the certificate is not associated to a Certificate Authority.

e Owner —Name of the contact/owner for the certificate.

e Details — If a network scan detected a security problem, the most important issue is listed.
Otherwise it will list the IP:port that where the certificate was found.

@ Results

|Name |Issued | Subject |CA |Owner Detail
cachacarianacional.com.br 1/16/2013 12:0...  Ch=cachacar... Internal 550 [1-Year SHAZ5E) Admin
mail, septier.com 42172013 8:37:..  CM=mailsept.. Internal 550 [1-Year SHAZ56) Adriin
netaess2.netacom.com 342012 6:11:...  Ch=netaess2.,  Ihternal S50 (1-Year SHAZGE) Admin
weh-stage-1,uarts.edu 2¢23/2010 8:18:...  ChH=web-sta.., Internal 550 [1-Vear SHAZ25E) Admin
FL10%RANDO0000000 101172011 %32, E=support@.. Internal 351 (1-Year SHA256) Adrnin
e, 32 1rackets. com 12272013 308, Ch=www. 32,  Ihternal 550 [(1-Year SHAZGE) Admin

When an individual certificate is selected from the results grid, its details are populated in the
Details window. The following information is available in the Details window:

e Distinguished Name — the full path of the certificate in the Policy Tree

e C(Certificate Authority — the CA template name and type of certificate authority object linked
to the certificate

e Details — If a network scan detected a security problem, the most important issue is listed
here. Otherwise it will list the IP:port where the certificate was found.

e Status — Current processing status of the certificate

e Owner — Name of the current contact/owner of the certificate

e Disabled — Whether the certificate object is currently disabled

e Certificate — the full Subject DN (Distinguished Name) of the certificate

e Associated Applications — Total number of applications associated to the certificate
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Hi Details

Certificate Authority:

Crwrners:

Distinguished Mame:

Details

Status:

Disabled:
Certificate:

Associated Applications:

WEDWPoligpCertificatesiLab 0% - Workflows\Lab0% Certificate

Internal S50 [1-Year SHAZ5E) [Microsoft]

Ok
F9alice

Yes

CM=*lab.venmafi.com, OU=Education Services, O=Venafi, L=5alt Lake City, S=Utah, =

2 applications

If you click on the “Certificate:” link then you will see a pop-up window with the full certificate

details:
il Certificate Details E

Path

CA

|

Subject Key Identifier
Authority Key Identifier

o] CRL Distribution Points

Authority Information
Access

Certificate Template
Mame

key Usage

Enhanced kKey Usage

Field Value

subject LIC_N;*.Iah.xren:afi.cn_m, OLI=E_ducati|:|n Services, O=Yenafi,
=%alt Lake City, S5=Utah, C=15

Issuer CM=traininglab-Root-C&, DC=traininglab, DC=lacal

“alid From 67472013 5:42:29 AWM

Walid To B4/2015 5:42:29 Ak

Serial BEDZAGEE00000000009C

signature shalR5a

bf13b3f6 S blbceld cf e3 dfdb 301062 71 d2 01 22
36

FeyID=70 a8 dé 62 19 ad bd 7e al bo d7 06 47 c6 75 6d 97
05 eb 0d

[1]CRL Distribution Point: Distribution Paint Marme:Full
Mame:JRL=Idap:/fCM=traininglab-Root-C& CM=serverl, |

[1]&utharity Info Access: Access Method= Certification
Authority Issuer [1,3.6,1.5,5.7.458.2], Alternative

WebServer
Digital Signature, key Encipherment [al]

Server Authentication [1.3.6.1.5.5.7.3.1)
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If you click on the “Associated Applications:” link you will see a list of the Associated Applications
and their corresponding status:

Associated Applications ]

E “PalighCertificates'Lab 09 - Workflows'Lab0%-ApacheLab09 Apache Ok
@ WPalighCertificatesilab 0% - Workflows'\Lab03-I5\Lab09 II57.5 Ok

IMPORTING RESULTS INTO POLICY TREE FROM NETWORK SCAN
Certificate results cannot be added to the Work Queue unless the certificate exists in the policy tree.

New certificates that are found during a network scan can be imported into the Policy Tree so that
the certificates can be protected.

@ Results

|ame | ssvea Subject alca Quiner Detail
84342013 1200000 AM CH=*myyahoo.com, O=Yahoo!Inc, L. Weak hashing algorithm [shalR5A) found at 98,138.250,118:.,

6.-’24.!2013 120000 AM CM=*playerio.com, OL=Positive55L Wi, Weak hashing algarithm [shalR5A) found at 98,138.219,138:.,

A1/2015 12:00:00 Ak Ch=*secure webhosting.yahoo,com, .. Weak hashing algorithm [shalR3A) found at 95,158.222.94:443
843072013 12:00000 AM Ch=*thumb.mail.yahoo.com, O=Yaho... Heartbleed vulnerability found at 95.138.214.104:443
67572013 12:00:00 AN Ch=*vaicesyahoo.com, O=Yahoo!Inc.. Weak hashing algorithm [shalR5A) found at 98,138.250,195:.,
2/20/2014 9:34:41 AM CM=*yahoo.com, OU=APG, O=Yahoo!,.. Weak key strength [1024 bits) found at 98,138.231.164:443
67/13/2012 6 46:16 Ak Ch=*yahoo.com, OU=CMP, O=Yahoo!... Weak key strength (1024 bits) found ab 85.138.231.240:445
371672012 6:27:08 AM Ch=*yahoo.cam, OU=Tnhs, O=Yahoo, .. Weak key strength (1024 bits) found at 95.135.231.162:443
48/2014 12:00:00 &AM CH=*yimg.com, QU=Information Tech.., Weak hashing algorithm [shalR548) found at 98,135,219,13:443
1/23/2012 1005742 AM Ch=apiintlyicldmanager.com, OU=Ya.. Weak hashing algorithm [md5SRSA) found at 95,138,231.86:443

Select a certificate from the Results grid
Click the “Import” button
3. Select the Owner, Policy, and Certificate Authority template and click “Create”

E: Import Certificates =] |

The certificate(s) will be imported into a policy named 'Bulk Import’ ina
location of your choice. A device and basic application will be created
for it, with the selected owner assigned, and the policy will be
configured with the certificate template you select.

Cwner: LDAP+ Labefaron Hixson
Create under Policy:  "WEDWPolioACertificates

Certificate Authority:  WEDWPoliopAdministraton Certificate |_|

| Cancel Create

Note: the certificates will be created in a “Batch Import” policy within the policy you
selected.
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4. The results column will update with the new object name from the policy tree.

@ Results
| name | Issued Subject cA Owner Detail R
*thumb.mailyahoo.., 93042013 12:00:00 &AM Ch=*thumb.mailyahoo.com, O=Yaho,. Internal S50 (1-Ye.., Heartbleed vulherability found at 95,138,214, 104:443

&/8/2013 12:00:00 A CM="*attach.mail ymail.com, O=Yahoo! ... Weak hashing algorithm [shalR38) found at 95.135.215.41:443
11/20/2013 12:00:00 AM  CR=*.attach.mail yahoo.com, O=Yahoo, Wieak hashing algorithm [shalR58] found at 98.138.215.63:443

ADDING RESULTS TO THE WORK QUEUE
As you review results from various search types, you can select certificates individually or in groups

to be added to the Work Queue. You can use CTRL + A to select all results from the Results grid.

Things to check for before adding to the Work Queue
Certificates in certain circumstances can get you into to trouble. Be sure to check your certificates
before you add them to the Work Queue for bulk revocation/renewing

e Make sure the certificate is enabled

e Make sure the certificate is set to enrollment or provisioning

e Make sure the certificate has an associated Certificate Authority if you plan to revoke

e Make sure the certificate is not currently processing or in an error state

e Make sure your policies are configured so that TrustAuthority generates the private key and
CSR

e If the Certificate Authority has required vendor specific fields, make sure the fields are
completed via policy.

After you feel comfortable with the certificates in your results grid, select the certificates and click
“Select” to add them to the Work Queue in the third (left) panel.
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THE WORK QUEUE

REVIEWING QUEUE DETAILS
Unlike the Results panel, the Work Queue panel is persistent and attempts to auto save your

progress as you build your work queue. If you need to exit the Venafi Vulnerability Remediation
Plugin, it is recommended that you save the queue so that you do not lose your work. Work queues
can be cleared, saved, and loaded from the File menu.

i B Certificate Management

Reports

Clear Queue Ctrl=M

Fi
B
S Load Queue.. Ctrl=0D
Q Save Queue...  Ctrl+5

Exit

ST AUUTESS

REMOVING CERTIFICATES FROM THE QUEUE
If you decide you'd like to remove selected certificates from the Work Queue in the third (left) panel,

you can highlight those certificates and click the “Remove” button.

‘ @ Remowve

STARTING WORK
After you feel comfortable with the current Work Queue, click the “Start Work” button.

B start work

When you click “Start Work” the “Select Work Type” dialog appears asking what type of work you’d
like to do:

e Renew queued certificates — This will renew each certificate in the Work Queue list with its
respective Certificate Authorities
Note: Certificates using the VeriSign VICE 2 certificate will automatically be renewed using
the “Replace” enrollment mode.

e Revoke and renew queued certificates — First revokes each certificate and then renews it
with its respective Certificate Authority.

o Switch certificates to a different certificate authority — Changes the configured CA template
for all queued certificate and renews them via the new CA template object.
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8 select Work Type [_ [0

Please choose one of the following workflows:

® Renew queved certificates

Renews each quewed certificate with its respective CA.

Revoke and renew queued certificates
First revokes each certificate and then renews it with its respective CA

Revocation reason: | “ertificate Superseded -

Switch certificates to a different certificate authority (CA)

Changes the configured CA for all queved certificates and renews them via the new CA

Mew CA

Cancel Perform Waork

Click the “Perform Work” can you have completed your selection on the “Select Work Type” dialog.
Clicking “Perform Work” will immediately queue up all renewals and revocations (if applicable) in
bulk.
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THE PROCESSING WINDOW

Bulk Certificate Management

File  Reports

5 Queue [®] Revoked Renewed
Name |SubJect |CA |0wner iI |Name |5ubject ‘CA ‘Ovmer ‘Name ‘Issued
mobilenawfed.. CH=mabilenav.. Intenal SSLiL-.. Admin
wwwnemlinke..  CH=wwwwneml.. Internal SSL (L. Admin
Wildcard.meth...  CH=*methodh... Internal SSL(L-.. Admin
W 0bis.co.l  CH=wnw. 106l  Internal SSL(L.. Admin
wwwkpmainst..  CH=wwwkpm... Internal SSL(l-.. Admin
kmamr-extacce.. CH=kmamr-gxt.. Intemnal SSL{L-.. Admin
FGT60D461300..  E=support@fo.. Internal SSL(L.. Admin
auditus.kpmg..  CH=suditusk. Intemal SSL(L.. Admin
wwnw.costpraje..  CH=wwiw.cast.  Internal SSL(l-.. Admin
alliances.accen... | CH=alliances.a.. Internal SSL{L-.. Admin
kyat.com E-raot@ikuyat... Internal SSL(L.. Admin
hescequasiisnet | CH=hescequas.. Tntermal SSL(L..  Admin
personalsaving... CH=personalsa.. Intenal SSL{L-.. Admin
W semitwist.,  E=semitwist@.. Internal SSL(l-..  Admin
hwtns cO0Larmy..,  CN=whnscaol.,  Internal SSL(1-..  Admin
uch.equasiisnet | CH=ucb.equasi.. Internal SSL(L.. Admin
vpn-drdexia-is..  CH=vpr-drdex. Internal S5l (l-.. Admin
SAPPC2ACCEN.. CH=SAPPC2AC.. Intenal SSL{L-.. Admin
wwnsmycharte., | CN=wanwmych..,  Internal SSU(1-..  Admin
T Tatamnal S M. tdmin |_’|LI J
827 certificate queved 0 certificate revoked 0 certificate queved
1@ Details I Details iy Details
Distinguished Name:  \VED\Polio/\Lab 11 - Secure ProtectiResourcesiinterna | Distinguished Name: Distinguished Name:
Certificate Authority:  Internal SSL (1-Vear SHA256) [Microsof) Certificate Authority: Certificate Authority:
Stage: Stage: stage:
Status: Ok Status: status:
Ouiners:  Admin Ouiners: Ouwners:
Certificate:  CN=mobilenavederal.org, OU=Telecommunications Certificate: Cettificate:
Associated Apolications: 4 applications Associated Applications: Associated Applications:

INTRODUCTION
After the bulk work begins, the three windows are replaced with a new view called the processing

window. This view shows you the progress of your certificates as they are revoked (if applicable)
and renewed. The screen automatically refreshes as certificate work is done.

On this screen, you have the ability to click on the “Certificates” and “Associated Application” link to
see further details for a highlighted certificate (similar to the information on the Results and Work
Queue screen).

QUEUE
The queue pane on the left shows the work that needs to be done.
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REVOKED

Certificates will show up in the Revoked pane after they have successfully been revoked and are
waiting on being renewed

" Bulk Cerki

ate Management

File  Reports
Queue [>] Revoked
| Name | subject |ca | Owiner -l | Name | subject |ca | Owiner -
mail.septier.com  Ch=mail.septie.. Internal 550 (1-.. Admin timetable.netwi.., Ch=timetable... Internal 551 (1-... Admin
self-signed - 77, CM=self-signe...  Internal 550 [(1-.. Admin _I wannne prockorsil, CH=wwawproc,,  Internal 550 (1-.,  &dmin
wannnd mslinkeu.,.,  CH=wwwmsli.,  Internal 5350 (1-..  &dmin rms.0153netvisio..  Ch=rms.013net.. Internal 550 (1-.. Admin
weebcastfms2a,, CH=webcastfm..,  Internal 550 (13-,  &dmin dbrltimemake,, CM=dbrltime.. Internal 550 (1-.. Admin
winnnd, palrcom...,  CH=wwepoly.  Internal 550 (1-..  &dmin pob.hadassah... Ch=pab.hadas.. Internal 550 (1-.. Admin
sslrasdauskpm,, CM=sslras2us.,,  Internal 550 (1-..  Admin Wildcard.pech,,  CH=*pcchu,ca,..  Internal 550 (1-.,  &dmin
*Iappos.com CM=*zappos.c.. Internal 350 (1-.. 0l&dmin editingcareers3... Ch=editingcar.. Internal 550 (1-... Admin
taxaccenture.c.,  CH="tax.accent.. Internal 550 (1-..  &dmin Sites ChH=5ites, O=",, Internal 550 [1-... Admin
feeds.coffeegia.. CM=feeds.coff.. Internal 551 (1-.. A&dmin whnnnd slinkes k., CH=wwanstlin,  Internal 550 (1-..  &dmin
mail.opglaw.com  CM=rail.opgla..  Internal 550 (1-..  Admin *medhokapps,.,  CHM=*medhoka., Internal 550 (1-.,  01l&%dmin
securepayment..  Ch=securepay.. Internal 550 (1-.. Admin WAk JrEennUr.,  CH=wwangree,,,  Internal 550 (1-..  &dmin
wannne Bicesterdi,,  CH=wwbices., Internal 550 (13-,  &dmin wannn [flinkekpe,  CH=wwawIflink.,,  Internal 550 (1-.,  &dmin
wannn fitnesssa.,  CH=wwwefithe,.,  Internal 550 (1-..  &dmin mavcs_prod_ss! Ch=mswi_pro..  Internal 550 [1-... Admin
[tcfisocsaefisgl,,  CM=Itcfisocsae.., Internal 550 (1-.. Admin securesemclix.,, CM=securesem.., Internal 550 (1-.. Admin
socrwrdsboonca Ch=socrawrdsb.,  Internal S50 (1-.. Admin whntnd Mvwdlink e, CH=wwan ol Internal 550 (1-..  &dmin
citrix.aggwest.c.,  CM=citrixaggw.. Internal 550 [1-.. Admin wannne 0lsale,codl  CH=wwwolsal,,  Internal 550 (1-.,  &dmin
timunix.cegep-...  CH=timunixce.. Internal 5350 (1-.. &dmin whntnd Mvwdlink e, CH=wwan ol Internal 550 (1-..  &dmin
wannnd FEViKOFCo CH=wnenewi,,  Internal 550 (13-, &dmin homediba.org.dl  CHM=homediba.. Internal 550 (1-.. Admin
Wildcard.cosm.., CM=*cosmeo.c.. Internal 550 (1-.. Admin topup.cchwirel..  CM=topup.cct..  Internal 551 (1-..  &dmin
:Trd‘ﬂnmharrﬂ hl=rhrtsaweh Trternal $51 M1 Ldrmin |_P|LI ni<<+n1 s Fhl=rssstnl ms  Tnternal S50 012 Ldrmin |_P|j
805 certificate queued 272 certificate revoked
T T

RENEWED

Certificates will show up in the Renewed pane after renewal is complete and all processing has been
done.

Note: the “Done” button has an approximate 30-second delay after all work is complete before it
can be selected.

B Bulk Certificate Management [_ O]
File Reports
Queue [&] Revoked Renewed

|Sumect |CA ‘Owner | |Name ‘Sumect ‘CA ‘Owner ﬂ ‘Name ‘ksued |Subject |CA ‘
wiwasanet  CM=www.asa..  Intermal S5 (1-..  Admin timetable.netvi.. CM=timetable.. Intemal S5L (..  Admin self-signed - 77, 4/15/2014 2: CM=self-signe..  Internal 551 (1.
webclientbank.. CN=webdient.. Internal SSL (1. Admin Wnsproctorsil.,  CM=wiwproc..  Intemal SSL (.. Admin FLIOWMO00000...  4/15/2014 24, CN=FLAOVMOR... Intermal S5L (L-..
dashboard fit..  CH=dashboard.. Internal $Si(l. Admin tms.013netvisio.,  CH=rms.03net., Internal 55U (L. Admin wenvotedou., 4152014 244, CN=wwwvote.. Internal SSL (L.
rapideyetechn..  CH=rapideyete.. Internal S5l (L. Admin dbritimemake.. CH=dbritime.. Internal 35L{l-.. Admin toolsaccenture.,  415/2014 244 CN=toolsacce..  Internal SSL (1.
qaenpampers..  CH=ga.enpam.. Internal 55l (L.  0l4dmin pob.hadassah,.. CH=pobhadas.. Intemal S5L (L.  Admin emeus kPG, 4152014 2 CM=eme.uskp.,.  Internal S50 (1.
xal-medicacom  CM=xai-medica.  Internal 55k (1. Admin Wildcard.pech...  CM=*pechu.ca,.. Intemal 551 (..  Admin bgtoro.dozgoy 4152014 2 CM=bgtoro.do.. Internal S50 (1.
wirwdravelerb.. | CM=wwwitrave.. Internal 55 (1.  Admin editingcareers3... CH=editingcar..  Intemnal S5L (L. Admin wwewalamodas.,  415/2014 2: CH=www.alam... Internal S50 (1.
i kitsujicom | CN=wwnkitsu,.  Internal S5 (L. Admin T ites CH=Sites, Internal 3L (1. Admin
som.accenture..  CH=scm.accent.. Internal S50 (L. Admin winssrlinkes k.., CH=wiwstin.  Intemal SSL (.. Admin
i salinkes,..  CN=wwwssglin.. Internal 5L (L.  Admin *medhokapps... CN=*medhoka.. IntemalSSl(l-.. 0LAdmin
ConnectingToa...  CH=Connectin.. Internal 550 (L. Admin WwngreENNUL.,  CM=wiwgree,.  Intemal S5L (.. Admin
firmwide.uskp...  CM=firmwide.u.. Internal S5 (1.  Admin e lflinkep...  CM=waawlflink.. Intemal S5L (..  Admin
pm.cyberitas.com  CH=pm.yberit.,.  Internal 550 (L. Admin msves_prod_ssl  Ch=mswes_pro...  Intemnal S5L (L., Admin
inwestall.kpma.... CH=investallk.. Internal S5l (L. Admin securessemelic,.,  CH=securesem... Internal 35L (L. Admin
piloq.com.aces  CH=pilog.cum....  Internal S50 (L.  Admin wwsss ke, CH=winwmd. Intermal SSL (., Admin
s semnitaist.,  CN=wwwisemi,.  Internal 5L (L. Admin winsolsale.coil  CH=winwolsal.  Intemal SSL (.. Admin
emp.nawfeder..  CH=empnawf. Internal 55l (L.  Admin wwnemowinke...  CM=wiawmod.  Intemal S5L (1., Admin
TCAM CH=TCAM, OU... Internal 55l (L. Admin homeziba.orgil  Ch=homeZiba.. Intemal S5L (L. Admin
iplanet.emetea.l  CH=iplanetem.. Internal 55l (L.  Admin topup.cetwirel..  CM=topup.cet.  Intemal S5L (..  Admin
s e (Nobasnssec et S5 1 __ariie I_>ILI g e sttt S5 1. emie I_>ILI o I o
152 certificate queved 653 certificate revoked 7 certificate renewed ; B Close
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REPORTS

WORK REPORT
After work is done an all certificates appear in the ‘Renewed panel, the ‘Report’ button becomes
available. Selecting ‘Report’ will generate a CSV file of all work that was performed.

Items included in the report:

e Full path in the policy tree of the certificate object

e Timestamp for revocation (if applicable)

e Timestamp for certificate renewal

e Name of new Certificate Authority template (if applicable)
e Certificate DN

e C(Certificate start validity timestamp

e Scan details (if applicable)

A b 8 U E 3 «
Certificate DN Revoked Renewed New CA  Certificate Certificate Valid From Detail
\VED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\timetable.net 4/15/2014 14:53 4/15/2014 15:07 CN=timet 4/15/2014 14:57
\WED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\www.proctors 4/15/2014 14:53 4/15/2014 15:09 CN=www. 4/15/2014 14:53
\WED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\rms.013netvis 4/15/2014 14:53 4/15/2014 14:56 CN=rms.0: 4/15/2014 14:43
\WED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\dbril.timemak 4/15/2014 14:53 4/15/2014 15:12 CN=dbrl.t 4/15/2014 15:01
\VED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\pob.hadassah. 4/15/2014 14:53 4/15/2014 15:00 CN=pob.h 4/15/2014 14:50
\VED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\Wildcard.pcch 4/15/2014 14:53 4/15/2014 15:14 CN=*.pcch 4/15/2014 15:04
\VED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\editingcareers 4/15/2014 14:53 4/15/2014 15:08 CN=editin 4/15/2014 14:45
\WVED\Policy\Lab 11 - Secure & Protect\Resources\Internet Scan\Sites 4/15/2014 14:53 4/15/2014 15:13 CN=Sites, 4/15/2014 14:59

SCAN REPORT

‘p G| 5] WorkReport.. Alt=W «
Scan Report..  Alt=S
Certificates issued by Ca

After a network scan is performed, the results of the scan from the middle Results panel can be
exported to a Scan report so that if vulnerabilities require patching any server software (eg.
Heartbleed) than you can address those issues with the report before continuing with the key
rotation and certificate renewal.

Items included in the report:

e Severity — What is the severity of the vulnerability that was detected by the scan
o Host—IP address of certificate find

e Port — Listening port of certificate found

e Issue — Lists the vulnerability found (Heartbleed, SHA1/MD?5, Key length)

Severity Host Port Issue Certificate Subject

Critical 10.10.11.5 443 Heartbleed vulnerability found & C=US, S=New York, L=New York, O=A Fine
Important |10.10.10.4 443 Weak hashing algorithm (shalRS CMN=*.zappos.com, OU=Systems Administr
Important 10.10.10.2 443 Weak hashing algorithm (shalRS CM=ga.en.pampersrewards.pampers.com
Important |10.10.15.1 443 Weak hashing algorithm (shalRS CM=*.medhokapps.com, OU=Domain Coni
Important 10.10.17.4 443 Weak hashing algorithm {shalRS CN=SUBWAY, OU=EDI, O=IT, L=MILFORD, S
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TROUBLESHOOTING

Certificate processing typically runs into problems when the certificate is in a state where it can’t be
renewed, such as:

e Wrong management type
e Missing required fields (CA Template or Vendor specific required fields)
e C(Certificate was already in error

Workflow
Workflows still need to be approved for when bulk renewals and revocations are performed. These
are not bypassed by the Plugin.

Source File

There is a file called WinAdminBulkCertSelected.txt stored in %AppData%\Venafi, Inc\Venafi
Encryption Director\{Version}\. This file is what keeps track of the work currently being done and
attempts to automatically save progress in case the Plugin is closed.

Certificates Stuck in Processing

Certificates will stay in the “Queued” window if they encounter errors during revocation or renewal.
Clicking on individual certificates will show the stage and status of the certificate in the detail
window. Login to Web Admin to address the issue for each certificate. The Processing Window will
automatically refresh as certificates continue to process. If fixing the issues are not available, close
the Plugin and move the Plugin source file to a new location.

Known Issue
e Scanned certificates will always show that they are being Monitored, even if they do not
exist in the Policy Tree
e Using the feature “Scan Existing Devices” will not work if any device objects in the policy tree
have the hostname of “localhost”

LOGGING
When the Venafi Vulnerability Remediation Plugin is used, much of the same logging from

automated renewals that happens in the platform is still logged. The primary items that are not
currently logged by the Plugin are the action items that the Plugin automates like the clicking of
“Revoke” or “Renew Now”. The logs continue to be extremely valuable for troubleshooting
purposes.
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