
Start Key 
Generation

RSA Key

DSA Key

ECC Key Mechanism = 
CKM_EC_KEY_PAIR_GEN

Mechanism = 
CKM_DSA_KEY_PAIR_GEN

Safenet 
HSM?

Mechanism = 
CKM_RSA_PKCS_KEY_PAIR_GEN

FIPS Mode?

Mechanism = 
CKM_RSA_FIPS_186_3_PRIME_KEY_PAIR_GEN

No

No

No

No No
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Yes

Yes

Yes Yes

Not 
supported

C_GenerateKeyPair

Label: Secret Generated RSA Key

Public
Modulus: 65537
Encrypt: True
Verify: True
Wrap: True
Token: False

Private
Sensitive: True
Decrypt: True
Sign: True
Unwrap: True
Extractable: True
Token: False

C_GenerateKeyPair

Label: Secret Generated DSA Key

Use 
CKM_DSA_PARAMETER_GEN 
pre-generated embedded primes

Public
Verify: True
Token: False

Private
Sensitive: True
Sign: True
Extractable: True
Token: False

C_GenerateKeyPair

Label: Secret Generated EC Key

Public
Verify: True
Token: False

Private
Sensitive: True
Sign: True
Extractable: True
Token: False

Wrap And Export Key

C_GenerateKey (CKM_AES_KEY_GEN)

Label: Temporary Wrapping Key

Bits: 256
Extractable: True
Sensitive: True (Safenet required)
Decrypt: True
Encrypt: True
Wrap: True
Token: False

Calculate Wrap Bits

Smaller value of:
(Key Bits / 1024) + 1) * 1024
and
8192

ECC Key? No

Yes

C_CreateObject

Label: Temporary Wrapping Exchange Key

Public
Modulus: from RSACryptoServiceProvider
PublicExponent: from RSACryptoServiceProvider
Encrypt: True
Verify: True
Wrap: True
Token: False

Set Wrap Bits

2048

Generate RSA Key Pair (Windows 
RSACryptoServiceProvider)

with Wrap Bits size

C_Wrap

Mechanism: CKM_AES_CBC_PAD
Wrapping Key: Temporary Wrapping Exchange 
Key
Key To Wrap: Temporary Wrapping Key

Wrapped Wrapping Key

C_Wrap
Mechanism: CMK_RSA_PKCS
Wrapping Key: Temporary Wrapping Key
Key To Wrap: Generated Private Key

Generated Private Key

Decrypt Generated Private Key (Windows 
AesCryptoServiceProvider)

Key Pair stored in TPP Vault

HSM Generated Key Pair

Advanced Key Protect

HSM Key Generation and Export Process

FW >= 6.22 Yes

No


