A








1

1344 317980	
[bookmark: _Toc16236241]Introduction
What is Scanafi?
Scanafi is a lightweight utility that enables you to scan hosts on your internal network for SSL/TLS certificates and potential vulnerabilities.
Scanafi performs network discoveries for certificates on port 443 (default) or a set of well-known ports via SSL/TLS and STARTTLS handshakes. It is available as a single executable file for Windows, Linux, and MacOS operating systems.
Scanafi can operate in two simple modes: “provider” or “standalone.”
The provider mode involves the automatic transmission of certificate discovery results to one of the supported Venafi Provider destinations.
There are three supported Provider destinations:
1. Venafi Trust Protection Platform (TPP) via the WebSDK module: This communication is over https and requires that a TPP server hosting the WebSDK module is accessible. Authentication credentials (username, password) for the Trust Protection Platform are required in order to use this Provider destination.
2. Venafi Cloud for DevOps. This communication is over https, authentication credentials (an API token) for Venafi Cloud are also required to use this Provider destination. One can acquire an API token after completing a successful registration to the Venafi Cloud for DevOps servers (https://ui.venafi.cloud).
3. Default: When the provider type is Default, Scanafi is executed and it will scan for certificates. The output is shown on the console or as a JSON. Default is used in a scenario where a user wants to run Scanafi and analyze the output before transferring the results to Venafi Cloud or Venafi Trust Protection Platform.
In the standalone operating mode, certificate discovery results are logged to a standard text file, in JSON format.  This file can then be collected for later import to a destination (typically the Venafi Trust Protection Platform using the WebSDK API). 
For further reference, review the API endpoint ‘POST/certificates/import’ in the WebSDK API documentation found here: https://docs.venafi.com/Docs/current/TopNav/Content/SDK/WebSDK/API_Reference/r-SDK-POST-Discovery-Import.php
Scanafi System Requirements
1. RHEL 5 (Red Hat Enterprise Linux 5), CentOS 7, Ubuntu 18.04 (bionic), 16.04 (xenial)
2. Windows 2012 server or higher
3. Mac OSx 10.14.x (Mojave)

[bookmark: _GoBack]
[bookmark: _Ref4762951][bookmark: _Toc16236243] What’s new for Scanafi 2.2


1. SSLv2 now supported: Scanafi can now scan and detect for the SSLv2 protocol configured in servers.
2. Credential support: You now have the ability to enter credentials (username & password for Trust Protection Platform) at the command prompt as well as in the newly introduced config JSON file.
3. Port ranges: can now be noted as “1-10”, instead of 1, 2, 3, 4, 5, 6, 7, 8, 9, 10. Ports can also be listed as “1-5, 6, 8-10”.
[bookmark: _Toc16236244]*Important considerations before installing and using Scanafi 2.2 
Before you install and use Scanafi version 2.2, please read this list carefully so that you’re aware of the changes that have been made. For more details refer to Operation section and Sample config section.
1. Scanafi parameters from Config file: The current method of executing Scanafi parameters through a CLI command will no longer be supported in Scanafi 2.2. The existing CLI options have mostly been migrated to a single configuration (JSON) file that should help users automate Scanafi in their deployment. For more details refer to “New JSON Configuration Parameters” and Examples section.
2. Scanafi 2.2 won't be able to detect the following vulnerability 
a. Sloth Vulnerability 
b. [bookmark: _Hlk26964594]SPDY/NPN server configuration.

[bookmark: _Toc16236245]Readme
· Scanafi 2.2 no longer returns a negative port in its results after scanning. 

Operation
Scanafi is a command-line based utility.  Options that dictate the operating mode, network segments where certificate discovery is performed, and scan parameters are specified in a configuration JSON file when the program is called from the command line.  The configuration JSON file parameters are the same regardless of the version (Windows, Linux, MacOS) being run.
Command Line Parameters
The following table outlines the arguments available for Scanafi:
	ARGUMENT
	DESCRIPTION
	EXAMPLE

	 --version
	Print version information and then exit
	--version

	-h --help
	Display help information and then exit.
	--help

	

	--dry-run
	Outputs information to screen only. Results not published to Venafi Cloud. (Optional)
	--dry-run

	--config path
	Path to a scan configuration file. [required]
	--config c:/Scanafi/ConfigFile






New JSON Configuration Parameters
	OLD ARGUMENT
	NEW JSON CONFIG OPTIONS
	DESCRIPTION

	--threads
	


{
 "threads": 2,
  "zone": "some-zone",
  "id": "12345",
  },
	The number of threads to use for scanning. Default is 100.
(Optional)

	--zone
	
	Readable zone identifier associated with this scan that corresponds to TPP policy name where you want the certificate uploaded. 


	--id
	
	Identifier used to label Scanafi jobs


	--tpppass
--tppuser
--tppurl
	"provider": 
{
    "type": "tpp",
    "config": {
        "url": "https://your TPP URL goes here",
        "username": "TPP admin name goes here",
        "password": "TPP password goes here"
    },

	Specify the URL, username and password required to authenticate with Trust Protection Platform.
A Provider type must be one of: 'default' or 'tpp' [Required]


Specify the provider type and the apikey as either “Condor” or “VenafiCloud” to send results to Venafi Cloud for DevOps. The apikey must be your DevOps key.






Specify the provider type and the apikey as “default” to see test results on a console only. 





	--apikey
	"provider": {
    "type": "condor",
    "config": {
      "api_key": "Condor API key"
    }
  

	

	-apikey







-default
	"provider": {
    "type": "VenafiCloud",
    "config": {
      "api_key": "VenafiCloud API key"
    }



"provider": 
{
    "type": "default",
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.0.1/25",
        "ports": [443]
      }
	

	--range
	"inputs": 
[
      {
        "type": "CIDR",
        "subnet": "192.168.0.0/25",
        "ports": [443]
      }
 ]
	Perform discovery on network range (IP addresses) in CIDR format. Only a single range is supported. If –range and –hosts are omitted, scan the local network as configured on the system. 

	--hosts
	"inputs": 
[
      {
        "type": "file",
        "path": ".\\Tests\\TPP\\TestCase10\\host_file.csv"
      }
 ]
	Specify a text file containing IP:Port combinations (one per line) to be scanned. 

	--iface
	Not supported 
	

	--multiport
	  "inputs": 
[
      {
        "type": "CIDR",
        "subnet": "192.168.0.1/25",
        "ports": [443,7,9,11,13,15,17,25,37,]
      }
],
	Mention ports to Scan. Default is just 443.
(Optional)

	--certsonly
	"scan_configuration": 
{
    "ciphers_scan": true,
    "certificates_only_scan": true,
    "vulnerability_scan": true,
    "server_config_scan": false
  },
	The cert only option was migrated to set of options under scan_configuration option. The options are Boolean type (True or False. Depending on your requirement you can turn them on/off. The default options. 

	
	
	

	--reportjson
	    "outputs”: [
      {
        "type": "file",
         "path":"\\Users\\Alan\\Documents\\result.json",
“report_json”: true
      },
      {
        "type": "console",
“report_json”: true
      }]
	Output discovery results to JSON file.



How to use Scanafi in Windows
We’ll describe the procedure for Windows below. The procedure is the same for Mac and Linux.
1. Download the appropriate Scanafi OS version that you want to execute.
2. Build your config file using the example outlined in the document.  
3. Launch Powershell or cmd prompt.
4. Run the executable.
5. Type “--config” along with the path for the config file. See the screenshot below.
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Examples 
1. Screenshot of new Scanafi command being executed
./scanafi --dry-run --config samples/sample_tpp_config.json 
​
#or
./scanafi --config samples/sample_default_config.json

[image: ]

2. Sample Scanafi Config file where output is printed to the command prompt
Scenario: Run Scanafi without outputting results to .json or Trust Protection Platform. 
{
  "threads": 10,
  "zone": "test zone",
  "id": "test default",
  "scan_configuration": {
    "certificates_only_scan": true,
          },
  "provider": {
    "type": "default",
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.0.1/25",
        "ports": [443]
      }
    ],
    "outputs": [
       {
        "type": "console"
      }
    ]
  },
  "log_level": "info"
}

3. Sample Scanafi Config file that will output results to the TPP folder called “Test_Scanafi” 

Scenario: Retrieve hosts from TrustNet and output the results back to TrustNet and the standard output:
{
  "threads": 25,
  "zone": "Policy\\Test_Scanafi",
  "id": "scanafiv2_testrun",
  "provider": {
    "type": "tpp",
    "config": {
        "url": "Your TPP URL goes here",
        "username": "your TPP admin name goes here",
        "password": "your TPP password goes here
    },
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.0.0/25",
        "ports": [443]
      }
    ]
  },
  "log_level": "info"
}

4. Sample Scanafi Config file where hosts are retrieved, and the results are output to TrustNet and standard output
Scenario: Retrieve host information from a host .csv file. Information can be in the form of a single IP per line or single host name per line, along with the port number. 
{
 "threads": 2,
  "zone": "some-zone",
  "id": "12345",
  "scan_configuration": {
        "certificates_only_scan": true,
  },
  "provider": {
    "type": "default",
    "inputs": [
      {
        "type": "file",
        "path": ".//Tests//TPP//TestCase10//host_file.csv"
      }
    ],
    "outputs": [
      {
        "type": "file",
        "path": "report_json",
        "report_json": true
      },
      {
        "type": "console"
      }
    ]
  },
  "log_level": "trace"
}

Example host name and IP address .csv file 1
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5. Sample Scanafi Config file for scanning multiple ports
Scenario: Scan multiple ports for SSL/TLS configuration on all hosts. The scan results will be printed to the standard output and to a file.

{
  "threads": 10,
  "zone": "test zone",
  "id": "scanafiv2_default",
  "scan_configuration": {
        "certificates_only_scan": true,
  },
  "provider": {
    "type": "default",
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.0.1/25",
        "ports”: [8009, "8010-8015"]
      }
    ],
    "outputs": [
      {
        "type": "file",
        "path": "results.json",
        "report_json": true
      },
      {
        "type": "console"
      }
    ]

  },
  "log_level": "trace"
}


6. Below is sample JSON for top 1,000 popular ports to scan

{
  "threads": 25,
  "zone": "Policy\\Test_Scanafi",
  "id": "scanafiv2_testrun",
  "provider": {
    "type": "tpp",
    "config": {
        "url": "TPP url goes here",
        "username": "ur TPP admin password goes here",
        "password": "Password goes here”
    },
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.5.44/32",
        "ports": [65,66,389,442,446,488,602,632,684,686,700,809,885,1180,1337,1387,1443,1452,1453,1455,1456,1459,1953,2078,2226,2248,2344,2435,2850,3003,3004,3006,3011,3012,3013,3015,3017,3018,3019,3020,3021,3030,3065,3150,3155,3165,3199,3379,3382,3500,3553,3590,3841,3842,4155,4343,4402,4436,4620,5022,5053,5105,5119,5226,5235,5495,5503,5523,5556,5823,5904,5912,5916,5920,5986,5989,5992,6060,6100,6134,6380,6500,6505,6755,7007,7021,7071,7172,7799,8183,8230,8381,8382,8388,8458,8493,8502,8520,8580,8595,8600,8731,8980,9081,9085,9236,9289,9446,9447,9530,9600,9696,9779,9803,9909,10000,10001,10002,10003,10004,10005,10006,10007,10008,10010,10011,10014,10015,10019,10020,10021,10022,10023,10024,10025,10026,10028,10030,10035,10036,10037,10043,10046,10049,10080,10089,10123,10443,10554,10894,11027,11075,11082,12084,12107,12110,12124,12126,12129,12131,12138,12144,12146,12152,12156,12162,12169,12176,12178,12180,12196,12197,12199,12200,12205,12208,12211,12216,12218,12222,12234,12237,12246,12248,12256,12262,12264,12269,12270,12273,12281,12289,12298,12299,12301,12305,12308,12310,12312,12317,12321,12323,12330,12331,12334,12336,12341,12345,12346,12348,12351,12352,12356,12361,12372,12380,12382,12386,12387,12390,12393,12403,12418,12423,12428,12432,12441,12445,12449,12450,12453,12456,12463,12471,12475,12476,12477,12483,12485,12487,12489,12493,12495,12498,12499,12500,12501,12503,12505,12509,12517,12524,12527,12539,12540,12544,12545,12551,12552,12554,12555,12557,12567,12573,12574,12576,12577,12584,12588,12589,13333,14082,14084,14104,15555,16000,16015,16888,17000,17182,17772,17998,18005,18006,18013,18014,18017,18019,18028,18036,18040,18043,18048,18053,18058,18063,18064,18067,18069,18072,18073,18078,18079,18080,18081,18084,18086,18090,18091,18099,18109,18113,18200,18264,18443,18802,19999,20001,20002,20053,20100,20110,20184,20201,20202,21239,21242,21250,21251,21258,21262,21268,21273,21274,21279,21290,21295,21303,21304,21305,21309,21312,21317,21321,21322,21323,21324,21325,21327,21357,22107,22222,22345,22609,22703,23082,23184,24082,25782,25952,28080,29798,30000,30005,30008,30011,30050,30083,30106,30501,30700,32400,33168,34225,35554,37443,38080,38520,38880,40000,40005,40029,42208,42424,42443,43008,44300,44309,44444,45555,45666,45668,45677,45777,45888,46443,47001,48888,48889,49152,49153,49210,49501,49502,49971,50001,50011,50012,50014,50112,50443,50580,50805,50995,50996,50997,50998,50999,51000,51001,51002,51003,51004,51005,51006,51007,51050,51200,52230,52311,52869,52881,52931,52951,52965,52975,53480,53483,54321,55470,55555,57778,57779,57782,57785,57787,58000,58392,58603,60000,60021,60023,60443,62158,62865,63443,64671,65004]
      }
    ],
    "outputs": [
      {
        "type": "file",
        "path": "test_case_3_result.json",
        "report_json": true
      },
      {
        "type": "console"
      }
    ]
  },
  "log_level": "trace"
}

7. Sample Scanafi config file for vulnerability scans
a. Set certificates-only scan to false. 
b. You can enable cipher suites for the scan. By default, this is disabled. 
c. You can enable vulnerabilities for the scan. By default, this is disabled.
d. Enable scan for additional server configurations 
{
  "threads": 10,
  "zone": "test zone",
  "id": "test default",
  "scan_configuration": {
    "ciphers_scan": true,
    "certificates_only_scan": false,
    "vulnerability_scan": true,
    "server_config_scan": true
  },
  "provider": {
    "type": "default",
    "inputs": [
      {
        "type": "CIDR",
        "subnet": "192.168.0.1/25",
        "ports": [443]
      }
    ],
     "outputs": [
       {
        "type": "console"
      }
    ]
  },
  "log_level": "info"}
Deployment Strategies
Scanafi is deployed as an executable file and requires no installation on the target host. It does not receive commands or perform work from a centralized platform.  Scans that are performed are simply passed as command arguments to the executable. 
While it is possible to execute scans manually by copying the executable to a host and executing Scanafi, it is assumed that in most enterprise organizations a more automated management process would be desired.  A typical strategy is to identify hosts within network segments to host the Scanafi executable and configure scheduled tasks and/or cron jobs to routinely execute the discovery process.
Another strategy would be to use existing system management frameworks (i.e. BigFix, Tanium, Puppet, Chef, and Microsoft SCCM) already in place to manage, patch, and configure systems in the environment to automatically deploy Scanafi. Discovery would be executed, then Scanafi would automatically be removed after completion. 
1. Automated Result Processing
The typical approach is for Scanafi to be configured to execute on a host within the target network segment and upon completion of the scan, send the results directly to Venafi TPP using the WebSDK API.  This approach simplifies any additional work required to process result files in order to gain visibility through TPP. 
2. Standalone Result File Processing
Another approach is to deploy Scanafi to a host within the targeted network segment and execute it with parameters intended to scan the local subnet then output results to a JSON file.  Upon completion, the results file can be sent to a central location for import into Venafi TPP using the WebSDK API. The executable and result file can then be removed from the target machine.
Troubleshooting
	#
	Log Message
	Severity
	Full Handshake  YES/NO
	Additional Info

	1
	Unable to get protocols for <IP Address> error:00ff0001
	Critical
	No, only Client Hello
	0x00FF0001 => unable to connect, which prevents Scanafi from getting protocols and thus this error is reported.

	2
	Unable to complete scan for <IP Address>
	Critical
	No, only Client Hello
	If you don't have enough information to proceed with scanning this error is shown, for example, if you cannot retrieve protocols (i.e. #1) you cannot scan for ciphers because those are per protocol and you have 0 protocols.

	3
	Received error: Handshake failed when connecting to host 
	Critical
	No, only Client Hello
	Connection Error: Handshake can fail for many reasons. It will take effort to classify these situations and report errors for user's eyes instead of log for developers.

	4
	Received error: Unable to connect to host
	Critical
	No, only Client Hello
	Connection Error: unable to connect, which prevents Scanafi from getting certificates

	5
	Received error: Connection timeout connecting to host
	Critical
	No, only Client Hello
	Connection Error: connection timeout while connecting to host

	6
	Received error: Incomplete parameters provided when connecting to host
	Critical
	No, only Client Hello
	Connection Error: incomplete set of parameters provided while connecting to host

	7
	Received error: Protocol not supported with host
	Critical
	No, only Client Hello
	Connection Error: connection error with invalid list of protocols provided

	8
	Received error: Internal error received from host
	Critical
	No, only Client Hello
	Connection Error: internal error while connecting to host, no specific reason

	9
	No error: successful connection to host
	---
	
	

	10
	Invalid code provided
	Critical
	No, only Client Hello
	Connection Error: (unknown error) – i.e. unable to process/map error code returned by internal APIs

	
	Post Handshake Errors
	
	
	Protocol – SSLv2, SSLv3, TLS 1.1, TLS 1.2, TLS 1.3 etc

	11
	Ciphers for <IP Address> error: <Error #>
	Minor
	
	For a protocol negotiated during handshake, unable to retrieve ciphers from a host

	12
	Unable to get ECC named curves for <IP Address> error: <Error #>
	Minor
	
	For a protocol negotiated during handshake, unable to get ECC (Elliptic Curve Cryptography) named curves from a host

	13
	Unable to check secure renegotiation support for <IP Address> error: <Error #>
	Minor
	
	Unable to check if secure renegotiation is supported by a host

	14
	Unable to check compression support for <IP Address> error: <Error #>
	Minor
	
	Unable to check if compression is supported by a host

	15
	Unable to check client initiated renegotiation support for <IP Address> error: <Error #>
	Minor
	
	Unable to check if the client-initiated renegotiation is supported by a host
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